TiM HIEU VE VIRUS,
SPYWARE & ADWARE

age noffpund or type unknown

Computer & Internet cang ngay cang phat trién mot cdch nhanh chéng vao doi séng

ching ta. Tuy nhién c6 mot s6 dé tai phé bién khéng dugc rd rang cho 1am, cé |1€ vi thiéu théng tin
. nén doi khi chdng ta bi vai tré ngai nhd gap phai. Trong bai suu tam nay, téi sé trinh bay mét
cach ngan gon nham gitp quy vi hi€u biét thém Computer & Internet.

1. Virus la gi?

Pay 1a mét program dugc nhitng tén hackers tao ra dé pha hoai computer chang han nhu PC cling
nhu server. Virus rat nguy hiém, n6 cé thé lam ngung su hoat ddéng cta chuong trinh nao dé, hoac
pha hay di memory ciia mdy PC hoac server.

Cé loai virus chi lam thay d6i nhe man hinh (screen) nham much dich “dua gién”, nhung cling cé
thr ... pha huy toan bd tai liéu trong hard-disk ma né tim thay. Mot so loai virus khéac lai con cé kha
nang nam chd ... dén ddng ngay gid da dinh, né mai phat tan va lam PC ngung hoat dong.

Tuy theo khad nadng hay pham vi hoat déng, ngudi ta cé nhiéu cach phan loai virus. O day, téi chi
xin dua ra vai loai ma ching ta thuong gap nhat:

a) Virus qua e-mail:

Dai da so0 cac virus ngay nay thudc vao I6p nay. Ly do la virus cé thé tu tim ra danh sach cac dia
chi e-mail va tu né gdi di hang loat (mass mails) va cé thé gay hai hang triéu may computers va
lam té liét nhiéu ca quan trén toan thé gidi trong thoi gian vd cung ngan.

Nhuoc diém th( nhat cda loai virus nay la chidng ta c6 thé loai bé dé dang vi né dugc gii dudi dang
dinh kém (attached mail). Do dé nguoi dung sé khong bi nhiém virus ... cho téi khi nao virus dinh
kém dugc md ra. Do dac di€m nay, cac con virus thudng dugc “tré hinh” bdi cac dé tai that hap dan
nhu SEX, thé thao, miém phi, hay du khi ban nhu liéu (software) véi gid v6 cung ré...

Nhuoc diém th( nhi cha loai virus nay la self executable file, qua trung gian clda nhiing file c6
extension nhu: dll, exe, bat, vxd...

Céach tét nhat la dirng bao gio mé cac file dinh kém trong e-mail qua nhirng dia chi la, hoac dia chi
ngudi quen ma chu dé rat la, trur khi quy vi biét ré 100% la né khéng chira virus.

Luu y: Quy vi nao dang hién dung Outlook 95 hoac cl hon, nén can phai cadn than dé tranh lam
tuédng mot file cé extension la .txt.exe va .txt (vi khi dé su diéu hanh tu déng dau di cai extention
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“khi” exe). Thay vi nhin thay tén Ia “love.txt.exe” thi ngudi doc chi nhin thay “love.txt” va lam rang
dé chi la ky tu nhung ky thuc né 1a “con virus tinh”.

b) Virus qua Internet:

Khac véi loai qua e-mail, virus loai nay thudng &n minh trong cac chuong trinh 1au (illegal) hay céac
chuong trinh mién phi (freeware, shareware...). That ra khéng phai chuong trinh 1du hay chuong
trinh mién phi nao ciing cé virus, nhung moét sé tay hac dao (hacker) lgi dung tam ly “ham doé ré,
mién phi, download lau” nay dé€ bo virus vao.

Loai nay thudng hay nam dudi dang .exe va nhiéu khi trong .zip file.

bung bao gid nhan nat OK ma khéng can biét minh da lam gi!!! Phai ki€m ching nhitng chl em
nay qua vién Pasteur?@#! (nhu liéu Anti-Virus) trudc khi nhan nat OK.

c) C4c virus c6 dién:

Con Virus dau tién la phat minh cta 1 thiéu nién & Anh. N6 chi truyén dugc qua internet, CD/DVD
ROM, ZIP/ZAP disk, hay bang tu... Con virus ndi tiéng trong lich st computer loai nay cé tén la la
Stealth. N6 c6 kha nang thay déi ngay ca chic nang cia BIOS. Ngay nay, Stealth van con nhung déa
dugc bién dang (hién dai hod ... virus) thanh moét trong hai loai ké trén.

Céach phong nglra tét nhat dé tranh virus:

Can mot nhu liéu chong virus, hién nay cé hai nha san xuat néi ti€ng nhat dé la Norton va McAfee.
Doi khi mua véi rebate va upgrade, quy vi cdm thady khéng tén xu-ten nao. Chi ton tién thué,
stamp, bia thu ... ma thoi!

Nén update thudng xuyén bang céch set-up tu déng theo su huéng dan. C6 nghia la khi nao nha
san xuat c6 thong tin méi vé virus, thi mady PC cla quy vi tuy dong update ngay & hau trudng
(behind the scenes) trong llc quy vi dang dung may PC.

Khong connect véi bat ky may khéac va share hard-disk cho bat c( ai.

Thuong xuyén backup (hang ngay hodac hang tuan tuy theo st dung) vao CDs, DVDs... va cat riéng
mot chd dé 1§ ngay sau khi ta gap may nang virus con c6 ché ma phuc hoi.

2) Spam Mail?

bay la cac email thudng chlra cac loai quang cao dugc glii moét cach vo téi va va noi nhan la mét
danh sach rat dai gli tr cdc cad nhan hay cdc nhdm nguoi va ndi dung cua loai thu nay thudng thap.
DPoi khi, N6 dan du ngudi nhe da, tim cach doc sé thé tin dung va cac tin tdc ca nhan cda ho.

Cac thu gui tir Woodard, whonysald, tara crisp, serena555, Serena Mcclain, Santiago Ritchie, Pearl
Mayers, nplroeom rrsi, Nina Garcia, cing nhu nhitng emails tir Anh Qudc, Phi Chau du khi la trdng
s0, hoac cho gia tai cla nguai chét... la cac “Spam mail”



Khi hinh anh sdn pham nao dé c& dap vao mat minh mai thi dén IGc can mua mét th& nao do6 tuong
tu hay cung loai thi chinh hinh anh quang cdo cla cai spam mail sé hién dén trong 6c ching ta
trudc tién. Hoac gid doéi khi "1& tay" hay chi vi td6 md ma ching ta bam vao (click) vao céi link va thé
la "lugi nhén d& giang san chi chd con mai ...."

Spam mail khong lam hai dén computer, chi lam ching ta buc minh khé chiu khi thay chidng tu
déng pop-up lén.

Mét chir gan nghid vGi Spam mail la Junk mail. Junk mail chi khac spam mail & ch6é la n6i dung cua
né khéng phai l1a quadng cdo (nham lam cho Internet bi tat nghén chang han???) va dugc gui di tu
dia chi mét hop thu.

Céach ché ngu:

Mét s6 cac nai cung cap email cling da cé san filter dé€ loai bd cac spam mail nay trudc khi téi tay
ngudi nhan moét cach chu déng, nhung di nhién la khéng hoan toan 100%.

Mot s6 khac (nhu la MS Outlook version 2000 hay méi hon) cho phép chiing ta cai lai mot s6 dau
hiéu va loai bd spam mail qua cac thuc don san co.

Nhu liéu chdng spam ma moét s6 nha san xuat da tung ra thi truong dé€ gilp nguoi tiéu dung. Tuy
nhién, khéng phai nhu liéu nao dugc ban ra thi truong cling hoat déng hitu hiéu! Hién nay, nhu liéu
chong spam tot nhat dé la cong ty Norton, McAfee AntiSpam, va Qurb 2.0.

XU dung WEB mail. Thay vi dung cac mail box mién phi thi hdy dung céc dich vu cung cap email
qua Internet. Bang cach nay thi ngudi chd mail tudng chiing dé "ban cai" tradch nhiém loc spam
mail cho cac dich vu cung cap. Nhung khé néi la khéng chac dich vu nao cling chiu "Quay ganh" lo
dum cho quy vi. Trong cac dich vu ki€u nay thi cé Mailblocks Extended Servivce kha hitu hiéu
(nhung tha tuc "dau tién" thi khéng it; gid 9.95USD trong 1 nam cho hop thu 15MB va 24.95USD
trong 1 nam cho hép thu 100MB).

Mot s6 chinh phu do ap luc cla nguai dan, trong dé tién phong la Hoa Ky da cé bién phap manh mé
hon dé€ bao vé ngudi tiéu dung bang cach ra cac dao luat phat khac khe cac co s hay cd nhan
dung spam mail. Tuy nhién, nhugc diém cla phuong an nay la: 3/4 cac spam mail lai khéng dugc
gui ra trong nudc ma la chdng dén tir nhirng noi chua cé 1énh cam!!!!

Hién tai dang c6 nhiéu né luc d€ phat trién nhiing tiéu chuan vé mail mdi ngd hau cham dut tinh
trang nay.

3) Spyware & Adware (chuong trinh gian diép?) la gi?

bay la loai nhu liéu chuyén thu thap cédc thong tin t&r cdc mady chu (théng thuong vi much dich
thuong mai) qua mang Internet ma khéng cé nhan thdc clda chd mday. Mot céch dién
hinh, Spyware dugc cai dat mot cach bi mat nhu la mét b6 phan kem theo cua cédc chuong
trinh freeware va shareware ma nguoi ta cé thé dua vé tir Internet. Mot khi nhu liéu da cai dat,
spyware diéu phoi cac hoat déng clia may chu trén Internet va lang |1é chuyén céc di liéu théng tin
dén mot may khac (cia nhiing tay hacker di nhién!) Spyware ciing thu thap tin tirc vé dia chi e-



mail va ngay cd mat khau cling nhu la sé thé tin dung!!
Tac hai:

Ngoai cac van dé nghiém trong vé dao dic va ty do cd nhan bi xam pham, Spyware con danh cap
tlr may chd cac tai nguyén clla memory resource roi né gui thong tin tré vé chd clda cac spyware
qua Internet vaco thé dan téi hu may..

B&i vi la mot chuong trinh doc 1ap nén Spyware cé kha nang diéu khién céc keystroke, doc cac tin
tdc trong hard-disk, ki€m soat cadc ing dung khac nhu la chuong trinh chat hay chuong trinh soan
thao van ban, cai dat cac spyware méi, doc cookies thay ddi trang nha trén WEB browser, cung cap
lién tuc cadc thong tin tré vé chu cua Spyware va cé thé dung né cho quang cdo hoac tiép thi hay
bén tin tdc cho cac chd khac.

Dau hiéu may bi spyware:
Bat ky mot trong cac dau hiéu sau day xay ra cling cé thé la may cla quy vi da bj ... Spyware!!!

Nhan email véi gidy bién nhan tra tién dién thoai cé thém sé trd phu trdéi ma quy vi chang bao gid
goi tdi s6 do, nhu: bat dau bang 900.

Khi g6 tim mot dia chi trén Internet Explorer va nhan Enter d€ bat tim kiém thi trang "search"
thuong dung bi thay béi 1 trang search la.

Céc program chéng Spyware khéng hoat doéng dugc. N6 cé thé béo 16i mat nhimng file can thiét,
ngay ca sau khi cai dat tra lai thi cdi chuong trinh chdéng Spyware cling khdong hoat déng dugc.

Thay nhitng tén dia chi la trong danh sach Favorites mac du quy vi chua hé dat né vao trong muc
nay.

M3ay tu nhién chay chdm hon thuong nhat. Néu la Windows 2K hay XP hay th( chay Task Manager
va nhan processes thi thay nhitng process khéng quen biét dung gan nhu 100% CPU.

Mot cdi "seach toolbar" (bang tim kiém) hay "browser toolbar" xuat hién mac du quy vi khéng hé
cai dat n6é va khéng thé xoé ching hay la ching xuat hién tré lai sau khi xoa.

Quy vi nhan 1 pop-up quang céo khi cai "browser" chua hé dugc chay va ngay ca khi may chua
connect véi Internet hay la quy vi dugc cac quang cdo cé dé tén quy vi trong doé.

Trang nha bi d6i mét cach ky la. Quy vi d6i né lai nhung ndé lai bi st ...
O thoi di€m ma quy vi khéng hé 1am gi véi internet ma van thay dén gli/nhan chép sang trén dial-
up hay board band modem giéng nhu la khi dang download phan nhu liéu nao vé may. Hay la céac

hién tugng network/modem nhap nhay nhanh khi quy vi khéng hé vao internet.

D&u hiéu cubi cung, moi th& hinh nhu tré vé binh thudng. Nhitng Spyware manh thuong khéng dé
dau tich gi cd. Nhung hay kiém lai may cla minh ngay ca trong trudng hgp nay.



Phong ngla:

Trong cac ban giao kéo vé ban quyén x& dung (License Agreement) cla cac cong ty cho download
doi khi cé ndi ré rang ho sé cai spyware chung vdi nhu liéu. Nhitng cai giao kéo nay thuong it dugc
chdng ta doc hoan tat mét cach ky ludéng va cling bdi vi cac luu y vé cai dat spyware thudng nam
trong nhitng doan khé thay (chit nhé xiu khéng doc chét rang chiu!). Do dé trudc khi download vé
may bat ky mét nhu liéu nao hay doc ky cac diéu luat nay.

H&y dung nhu liéu chong Spyware. Kiém nghiém (scan) thuong xuyén dé loai bo spyware. Restart
lai may va chay ki€m lai 1an ni{ra sau mdi lan lai dugc Spyware mdéi dé chdng su tai nhiém. Nén lam
vai lan trong tuan.

Phai c6 chuong trinh chéng virus va tudng Ita (firewall) cho may (chuang trinh tudng Ira mién phi
& www.sygate.com, www.zonelabs.com ...)

Coi chirng cac dich vu peer-to-peer chia sé chung céac tin tdc (peer-to-peer files sharing service).
Hau hét cac ing dung théng dung sé c6 spyware trong cac thu tuc cai dat. Trdnh download cac nhu
liéu tdm bay ma ching ta khbéng biét ngoai trir chiing dugc cung cap tir cdc nha san xuat 16n hay
cac trang website "tot".

Coi ching cac cookies; cac dit liéu thu thap béi cac cookies cé thé trung lap véi cac thong tin & 1
noi nao dé dé€ cung cap nhitng thong tin cda quy vi mot cdch dang ngac nhién. Quy vi cé thé
download chuang trinh Cookie Cop 2 tur trang www.pcmag.com/utilities dé ki€ém soat cac cookie.

Hay stra mlc an toan cla browser cao |én it nhat la medium va khéng cho phép cai dat tat ca cac
"ActiveX control" ma quy vi chua yéu cau.

Spyware c6 thé dén tir cdc HTML e-mail. Hay thdng tay delete nhitng email ma quy khéng biét ro
xuat x& va khong hé co lién lac, hoac email cé dia chi quen thudc nhung chu dé rat la (do tui
hackers gui di). Néu dung Outlook 2003, dung Tools -> Options -> Security tab -> chon "change
Automatic Download Settings". Kiém chac rang quy vi da chon "Don't download pictures or other
content automatically in HTML email”.

Hién nay c6 mot s6 nhu liéu mién phi chéng may chd em nay, tuy khéng 100% nhung ciing dugc 80
dén 90%. Trong dé la: Ad Aware, Spybot, Spyware Doctor, Windows Defender...

Download nhu liéu chéng Spyware & Adware tai day
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