Tim hi€u vé tan cong Man In
The Middle va Cach phong
tranh

Man In The Middle hay MITM la phuong thuc tin tac dat minh vao gilra ngudi dung va Ung dung.
Nh¢& dé tin tdc c6 thé nghe trém hodc danh cap théng tin nhay cam cda ngudi dung. Do dé déy la
mét vdn dé bdo méat can ma moi nguoi can phdi biét cach phong tranh. Cung NTT-Super365 tim
hiéu ré hon cac hinh thic tdn céng va cach phong chéng trong bai viét nay nhé.

Mageirntharmidele: unknown

1. Nhirng phuong thuc Man In
the Middle Attack pho bién

Wi-Fi eavesdropping: Tin tac sé thiét |ap mot két néi Wi-Fi tai mot dia di€m cbéng cong
nao dé. Khi cé ngudi dung két néi vao mang Wi-Fi sé thuc hién tdn cong man in the
middle. Nham theo d&i nhitng hoat dong truy cdp mang cla ngudi dung dé an cap thong
tin d{r liéu.

e Email hijacking: Muc tiéu chinh cla phuong thirc tan cong nay thuong la cdc ngan hang
hoac nhiing té chic tai chinh. Khi tin tac chi€ém dugc quyén truy cap sé giam sat dugc moi
giao dich cla té chirc véi khach hang.

« Stealing browser cookies: Cookie trinh duyét la mot phan théng tin nhé khi nguai dung
truy cap vao trang web. Nhiing théng tin nay sé dugc luu trit trén mdy tinh cda ban. Do dé
tin tac sé thuc hién man in the middle attack nham dap cap nhirng dit liéu nay cla ban.

e HTTPS spoofing: Nhiing website sir dung giao thic truy cdp HTTPS sé an toan va cé thé
tin cay dugc. Nhung tin tac c6 thé danh Itra trinh duyét cla ban tin rang né dang truy cap
vao mot trang web an toan. TU dé thuc hién tdn cong nham danh cap moi théng tin hoat
doéng ban vdi website.

o DNS spoofing: Ké tan cong gid mao DNS bang cach thay déi dia chi clia website trong

may chu DNS. Khi ngudi dung truy cap website gid mao nay sé bi tdn c6ng man in the

middle. TU d6 cé thé tang luu lugng truy cap website gid mao cla tin tdc nham danh cap
thong tin dang nhap clda ngudi dung.
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2. Bién phap ngan chan tan
cong Man In The Middle

Tin tac cé thé si dung nhiéu bién phap khac nhau dé tan céng MITM vao thiét bi cda ngudi dung.
Cho nén ching ta nén cha déng phong nglra bang nhimg bién phap sau:

e Cai dat phan mém phong chéng virus cho thiét bi cd nhan clda ban. Viéc nay gilp tranh
cac cudc tdn cdng trung gian dua trén cac 16 héng bdo mat hoac phan mém doc hai.

e Han ché truy cap cac diém WiFi cong cong khi ching khong dugc bdo vé bang mat khau.

e Khi sir dung may tinh cong cdng nén dang xuat tai khodn cac nhan cda ban khi da s dung
xong.

e S dung dang nhap xac thuc nhiéu yéu té va xod dang nhap cac thiét bi khong con su
dung.

e Chi truy cép st dung cac trang web cé giao thic HTTPS. Va nén dam bdo rang ban luén &
trang c6 ‘6 khéa’ khi ban cung cap bat c dir liéu nao.

e S dung mang riéng do VPN khi thuc hién cac giao dich va lién lac quan trong.

e Canh giadc véi cac email Ira ddo tir nguon khéng dang tin cdy. Khéng truy cap vao bat cu
tép tin dinh kem hay link nao dé cé & trong email.

Mong rang bai viét nay da gidp ban hiéu hon vé cudc tdn cdng mang Man In The Middle

https://www.youtube.com/embed/WwLiavkdcQY
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