Hudng dan s dung Jitsi
meet tu A-Z

Jitsi meet la mot ting dung hdi nghj video mé& nguén md mién phi dé€ su dung truc tuyén.

l. Gidi thiéu
Jitsi 1a gidi phap hoi nghi truyén hinh dugc xay dung dua trén mot loat cac open-source project cho

phép ban tu trién khai mot cach dé dang dé€ nang cao tinh bao mat.

Jitsi bao gom nhiing tinh nang chinh sau day :



e Jitsi sé truyén truc ti€p toan bd video va am thanh clia moi ngudi thay vi xt ly chiing trudc
nhu moét sé cong cu khac.

e K&t qua la ban sé c6 do tré thap hon, chat lugng dugc nang cao hon va néu ban tu chay
Jitsi thi day sé la nén tang mang lai kha nang mé réng 16n véi chi phi théap.

e Jitsi tuong thich véi WebRTC, mot tiéu chudn mad cho giao ti€p trén nén tang web.

e Jitsi ho trg trén ca nén tang dién thoai 1an PC.

e HO trog dat mat khdu cho tirng room.

e Ubuntu va Debian cé céc package giup don gian hdéa viéc cai dat.

Lich st cua Jitsi:

e Nam 2003, Emil Ivov - mét sinh vién cla truong DH Strasbourg, Phép tao ra JsPhone.
JSPhone sau d6 trd thanh mot project riéng biét trén java.net. N6 dugc déi tén thanh SIP
Communicator vi né xay dung céc cubc goi video dua trén giao thuc SIP (Session Initiation
Protocol)

e Nam 2009, Emil Ivov thanh lap céng ty Blue Jimp, naoi tap hgp clia mot sé contributor
chinh cho Jitsi. Ho cung cap dich vu support va phat trién chuyén nghiép cho san pham
nay.

e Nam 2011, SIP Communicator dugc d6i tén thanh Jitsi, cai tén nay xuat phat tu tiéng
Bulgari cé nghia la moét sgi day két noi. KE tlr lUc ay, Jitsi khong chi dugc xay dung dua
trén SIP.

e Nam 2014, dua theo nguyén mau tlr Philipp Hancke, cong dong Jitsi bat tay vao xay dung
du an Jitsi Meet d€ canh tranh véi Hangouts va Skype.

e Nam 2015, Atlassian mua lai Blue Jimp, xay dung mot ké hoach dau tu dai han nhung van
gilr tinh chat cdng dong ma ngudén mé.

e Nam 2018, 8x8 mua lai cdng nghé va ca nhém Jitsi tir Atlassian.

Jitsi hién van dang cé mét cong dong khd manh va tiép tuc dugc phat trién. Véi xu hudng hoi nghi

truyén hinh va hiéu ndng ma san pham nay mang lai, chac chan Jitsi sé la mot cong cu phu hagp
néu ban dang mudn tu té chic cac cudc hop online mang tinh bao mat cao.

Il. Huéng dan cai dat Jitsi Meet trén
Ubuntu

DéE cai dat Jitsi, ban can chuén bi

e Server Ubuntu 18.04 LTS Blank véi 1 IP public.
e Sudo user
e Domain tro téi IP cla server (optional)

Budc 1: Dat hostname



hostnamectl set-hostname jitsimeet

Budc 2: Bat rule firewall

Néu ban st dung ufw ban can allow ssh, http, https va traffic inbound UDP port 10000 t&i 20000:
sudo ufw allow OpenSSH
sudo ufw allow http
sudo ufw allow https

sudo ufw allow in 10000: 20000/udp

sudo ufw enable

Budc 3: Update system

sudo apt update

sudo apt upgrade -y && sudo shutdown -r now

Budc 4: Cai dat Open)DK Java Runtime
Environment (JRE) 8

Enable repo universe néu chua dugc kich hoat

Cai dat Open)DK JRE 8

Kiém tra:

java -version

Cau hinh méi truong JAVA_HOME

echo "JAVA HOME=$(readlink -f /usr/bin/java | sed "s:bin/java::")" | sudo tee -a /etc/profile

source /etc/profile



Budc 5: Cai dat Nginx

sudo apt install -y nginx
sudo systemctl start nginx. service

sudo systemctl enable nginx. service

Budc 6: Cai dat Jitsi Meet
Cai Jitsi repo
cd
wget -q0 - https: //download. jitsi.org/jitsi-key. gpg. key | sudo apt-key add -
sudo sh -c "echo 'deb https: //download. jitsi.org stable/' > /etc/apt/sources. list.d/jitsi-

stable. list"

sudo apt update -y
Cai dat Jitsi Meet
sudo apt install -y jitsi-meet

Luu y: Trong qua trinh cai, ban sé dugc yéu cau cung cap hostname. Tai day, ban can dién
domain da dugc tré vé IP may cha cai dat.

Trudng hgp ban khéng c6 domain, ban cling cé thé nhap IP cla chinh may chu dé.

Ban cling sé dugc hoi vé SSL cert, lua chon Generate a new self-signed certificate (You will
later get a chance to obtain a Let’s Encrypt certificate).

Sau khi qua trinh cai dat hoan tat, ban c6 thé chay script dé€ cai dat SSL Let’s Encrypt mién phi.

sudo /usr/share/jitsi-meet/scripts/install-letsencrypt-cert. sh

Trong qua trinh cai dat, ban sé dugc yéu cau nhap email. Phan con lai script sé tu déng cai cho
ban.

Luu y : Ban chi cé thé st dung script trén dé cai dat SSL néu ban s dung domain & budc trudc doé.

Cubi cung, ban hay truy cap vao domain dé ki€m tra két qua.



I1l. Huéng dan st dung

1. Truy cap hé thong Jitsi

Sau khi cai dat xong Jitsi, ta sé truy cap domain ma ta dang ki khi cai dat.

GO domain hodc IP cla hé théng ta vlira cai dat xong.

Hoac Truy cap vao Trang https://meet.jit.si/ d€ c6 thé st dung mién phi
Ta sé c6 giao dién nhu sau:

JriﬁS@e not found or type unknown
Giao dién co ban ban dau cua Jitsi

2. Thiét lap am thanh, hinh anh ,
tén hién thi
DE c6 thé sir dung micro va webcam trén Jitsi, ta cé thé lam nhu sau:

1. Trén giao dién ban dau cua Jitsi, chon bi€u tugng banh rang 6 goc trén phai man hinh

JiSée not found or type unknown

2. Hé théng sé yéu cau dugc sir dung micro, webcam. Khi dé, ta chon Cho phép

Ji&sée not found or type unknown
Jrithd:;e not found or type unknown

3. Sau khi cho phép hé thong s dung micro va webcam, ta sé thay giao dién Settings, tai tab
Devices v4i hinh anh webcam(néu may ban cd) va micro cling nhau Audio. Tai day, ban cé thé
ki€m tra va chon cac thiét bi s&r dung vdi Jitsi.

Jisée not found or type unknown
Tab Devices cua Settings

e 1 :Hinh anh tir webcam
e 2 : Am thanh nhén vao tir mic


https://meet.jit.si/

e 3 : Chon thiét bi camera
e 4 : Chon thiét bi micro
e 5 : Chon thiét bi audio

4. Tab Profile, ban cé thé dién tén hién thij trong cudc hop

Jrith@e not found or type unknown
Tab Profile clua Settings

5. Tab More, ban cé thé chon ngbn nglt cho minh

Jisée not found or type unknown
Tab More cua Settings

6. Sau khi thiét l[ap xong, ta chon OK

3. Tao phong hop truc tuyén

D& tao mot phong hop, ban cé thé lam nhu sau:

1. Trén giao dién ban dau cda hé thong Jitsi cGa ban, ban dién tén phong vao muc Start a new
meeting

2. Click chon Go

Jisée not found or type unknown

K&t qua: Sau khi chon Go, ta s& c6 moét phong hop truc tuyén ban dau cé giao dién tuong tu nhu
sau:

age nojfpund or type unknown

4. Tao mat khau va copy link truy
cap phong hop

Pat mat khau

DE& c6 thé thiét [ap mat khau cho phong hop thi ban phai la nguoi quan |i phong hop.



1. Trén giao dién phong hop, ta chon biéu tugng Share -> Add password

age no

bund or type unknown

2. Ta nhap mat khau, roi gé phim Enter

age no

bund or type unknown

3. Sau khi tao thanh céng, ban sé thay nhu sau

age no

bund or type unknown

Khi dé, nguoi nao truy cap phong hop déu phai nhap méat khdu ma ban da tao.

Chu y: Ban cé thé thay d6i hay xdéa mat khau bat c& lic nao bang cach chinh stra méat khdu hoac
chon Remove password dé xéa bd mat khau.

Copy link phong hop

Ban c6 thé copy link phong hop trén thanh URL cuUa trinh duyét hoac chon bi€u tugng Share ->

Copy

age no

bund or type unknown

Sau dd, ban cé thé chia sé cho nhitng ngudi tham gia cuéc hop.

Nhirng ngudi tham gia cudc hop sé truy cap dudng dan va nhap mat khau dé tham gia cudc hop.

age no

bund or type unknown

Giao dién bén phia ngudi dugc moi vao phong hop sau khi truy cap :

age no

bund or type unknown




2. Cac thao tac st dung Jitsi Meet

1.S¢ dung Micro, Camera va roi
cudc hop

Ciling nhu cac hé thong cudc goi truc tuyén khac, Jitsi cling dua ra giao dién don gian dé thuc hién
chéc nang nay.

Ban c6 thé thay nhirng ch{c nang nay tai canh duéi cta giao dién phong hop

%wnd or type unknown

Churc nang tung nut :

%wnd or type unknown

1. Béat/tat Micro
2. Thoat phong hop
3. Bat/tat Camera

2. Tinh nang Chat

Chat v&i moi nguoi (Public chat)

Jitsi cho phép moi nguoi trong phong trao déi véi nhau thong qua tab chat. PE chat, ban c6 thé thuc
hién nhu sau:

1. Chon biéu tugng chat bén dudi gdc trai giao dién phong hop

2. Nhap ndi dung chat vao 6 text, roi nhan Enter dé gui



ﬁezaund or type unknown

Chat rieng v6i moét ngudi khac trong
phong (Private chat)

Néu can gui tin nhan cho riéng moét ai d6, ban cé thé dung tinh nang Private chat.

1. Trén man hinh dai dién cla ngudi ban mudn chat riéng, chon dau 3 cham
2. Chon Send private message
3. Nhap ndi dung chat

%aund or type unknown

Giao dién bén nguoi tham gia binh thuong

%aund or type unknown

Khéng nhan dugc tin nhan private

Giao dién bén ngucoi nhan duoc private chat

yaund or type unknown

Tin nhan private dugc hién thi véi nén doé

e DE tra |0i private chat, nguoi nhan dugc tin nhan c6 thé bam vao phim mdi tén va tra 10i

%ound or type unknown

3. Chia sé man hinh

DE& chia sé man hinh, ban c6 thé lam nhu sau




1. Chon biéu tugng Share your screen bén dudi géc trai

age noyfpund or type unknown

2. Chon man hinh hay ctra s6 'ng dung muon chia sé -> nhan chon Chia sé

age noyfpund or type unknown

3. Két qua: Moi nguoi sé thay man hinh ma ban chia sé

age nojfpund or type unknown

4. D€ dung chia sé man hinh, ban chi can chon lai biéu tugng Share your screen mot lan nira

4. Chia sé video tu Youtube

Jitsi cho phép ban chia sé video tur youtube bang cach dan link cta video do.

1. Chon biéu tugng 3 cham & goc phai dudi giao dién phong hop
2. Chon muc Share a Youtube video

3. Nhap duong dan cua video Youtube vao 6 dudng dan

4. Click chon Share

age noyfpund or type unknown

Két qua: Ta dugc két qua tuong tu nhu duédi day

age nojfpund or type unknown

Video Youtube dugc hién thi trén man hinh cudc hop



5. Chinh am luong cla nguoi tham
gia phong hop

Khi ban mudn chinh am lugng hay tat &m thanh cia mot ngudi trong phong hop, ta lam nhu sau:

1. Chon dau 3 chdm bén canh dai dién nguai dung
2. O day, ban cé thé tdng gidm am luong cla ngudi dung dé hodc tit &m thanh (Mute) cla
ngudi dé

yaund or type unknown

6. Chinh sta tén hién thi trong
phong hop

DE& chinh slra tén hién thi, ban cé thé lam theo 2 céch sau:

Cach 1: Click vao phan tén trén khung hinh anh cla ban va
chinh stra tén hién thi

%wnd or type unknown

Cach 1

Cach 2:

1. Chon biéu tugng 3 cham & goc giao dién phong hop
2. Chon muc trén dau la tén hién tai cta ban hoac chon muc Settings

%aund or type unknown

Céch2-34nh1

3. Tai tab Profile, thay déi tén ma ban muén hién thi va click OK



ﬁezaund or type unknown

Céch 2 -anh 2

7. Thiét lap hinh dnh hién thj

n A2 .
Chat lugng hién thi
Dé& chon chat lugng hién thi hinh dnh cGa minh, ban c6 thé lam nhu sau:
1. Chon biéu tugng 3 cham géc phai dudi giao dién phong hop

2. Chon Manage video screen

%aund or type unknown

3. Chon chat lugng hinh anh phu hgp réi chon Done

%ound or type unknown

Chic nang x6a phdéng hinh anh (Thu
nghiém)

Jitsi ra mat chdc nadng lam md nén dang sau hinh anh cla nguoi dung. Tuy nhién, chic nang nay
dang trong qua trinh thir nghiém (Beta) cho ngudi dung nén né chua dugc mugt ma lam.

1. Chon biéu tugng 3 cham & géc phai dudi giao dién phong hop
2. Chon Blur my background



age nojfpund or type unknown

8. Remove moét user khoi phong
hop

D& remove mdt ngudi dung ra khdi phong hop, ta cé thé [am nhu sau:
1. Chon dau 3 cham bén géc cla hinh dai dién ngudi dung

2. Chon Kick out

age noffpund or type unknown

3. Két qua: ngudi dung da bi remove ra khdi phong

age noffpund or type unknown

V. Tich hgp Jitsi Meet v&i LDAP

1. Cau hinh dé nghi

DE trién khai giai phap Jitsi, LDAP nhanh nhat, minh sé dang ky 2 Cloud VPS tai Cloud365 véi cau
hinh SSD Cloud VPS B.

C&u hinh cu thé nhu sau:

Hé diéu hanh: CentOS 7
CPU: 2 Core

RAM: 2 GB

DISK: 25 GB



e Network: 2 interface
o Dai phép két néi qua internet (ETHO)
o D&i phuc vu cac két ndi ndi bé (ETH1)

2. Chuan bi

Vé Jitsi, minh sé st dung Template Jitsi do Cloud365 cung cap dé trién khai céng cu Jitsi.
Céac ban c6 thé tham khao tai day
Ngoai ra, néu ban muén trién khai thd cong, cac ban cé thé tham khao:

e Huéng dan cai dat Jitsi Meet trén Ubuntu 18.04 LTS

Vé LDAP, minh sé trién khai theo LDAP theo tai liéu:

e Trién khai dich vu LDAP trén Cloud365 Nhan Hoa

Két qua


https://support.cloud365.vn/cloud-app/su-dung-template-jitsi-tai-cloud365/
https://news.cloud365.vn/huong-dan-cai-dat-jitsi-meet-tren-ubuntu-18-04-lts/
https://news.cloud365.vn/ldap-phan-2-trien-khai-dich-vu-ldap-tren-dich-vu-cloud365/

Cong cu Jitsi (jitsi.workfromhome.vn)



Hé théng LDAP (Idap.workfromhome.vn)

M6 hinh két néoi



M6 hinh két n6i 2 Cloud VPS

3. Tich hop Jitsi LDAP

Luu y:
e Truy cap Cloud VPS chtra dich vu Jitsi (jitsi.workfromhome.vn)

Dé kich hoat phuang thirc xac thuc LDAP trén Jitsi, ching ta sé can 2 gdéi (prosody-modules, lua-
Idap)

apt-get install prosody-modules lua- ldap

Sau khi cau hinh hé théng LDAP xong, ching ta sé c6 cac thong tin nhu sau:



LDAP URL: 10.10.160.13
PORT: 389
BIND DN: cn=Manager, dc=workfromhome, dc=vn

BIND PASSWORD: Cloud365a@l23

DE& cau hinh LDAP Module, truy cap chinh sta File /etc/prosody/conf.avail/ldap.cfg.lua

authentication = ' ldap2

ldap = {
hostname = '10.10.10.13",
bind dn = 'cn=Manager, dc=workfromhome, dc=vn',
bind password = ' Cloud365a@l23',

use tls = false,

user = {
usernamefield = 'cn',
basedn = 'ou=people, dc=workfromhome, dc=vn',
filter = '(objectClass=*)",
b
}
Két qua

root@dtest-jitsi: ~# cat /etc/prosody/conf. avail/ldap. cfg. lua
authentication = ' ldap2
ldap = {

hostname = '10.10.10.13"',

bind dn = 'cn=Manager, dc=workfromhome, dc=vn',

bind password = 'Cloud365a@l23',

use tls = false,

user = {
usernamefield = 'cn',
basedn = ' ou=people, dc=workfromhome, dc=vn',
filter = '(objectClass=*)",

b

Tao dudng dan téi thu muc config Jitsi

ln -sf /etc/prosody/conf. avail/ldap. cfg. lua /etc/prosody/conf. d/



Thém cau hinh sau vao cudi File /etc/prosody/prosody.cfg.lua (truéc gia tri Include) dé cho
phép Jitsi cé thé két ndi téi LDAP thuong hoac LDAP + TLS

consider bosh secure = true

Két qua

Luu y: Thém cau hinh ‘consider_bosh_secure’ truéc tham so Include cudi File

DE hoan tat viéc cau hinh Xac thuc LDAP trén Jitsi, chinh slira  File
/etc/prosody/conf.avail/jitsi.workfromhome.vn.cfg.lua, thay déi phuong thiric xac thuc thanh
LDAP

authentication = "ldap2"

Két qua



Chinh slra tham s6 authentication

Cubi cung khai dong lai dich vu Jitsi

service prosody restart

TGi day ban da cau hinh tich hgp Jitsi LDAP thanh céng

4. Khadi tao tai khoan LDAP Jitsi

Sau khi ban tich hop thanh céng Jitsi LDAP, ban can khéi tao tai khoan ngudi dung trén LDAP dé ho
c6 thé sir dung cong cu Jitsi, cling nhu cac hé théong khac dang sir dung LDAP (VD: Moodle, Pfsense,
Redmine hay cac cdng cu trong bd san pham Work From Home do Cloud365 cung cap)



4.1. Truy cap hé théng LDAP khéi tao tai
khoan
Truy cap https://Idap.workfromhome.vn/. Pang nhap vdéi tai khoan

Login DN: cn=Manager, dc=workfromhome, dc=vn

Password: Cloud365a@l23

Dang nhép hé théng LDAP

Két qua


https://ldap.workfromhome.vn/

Téi ddy ban da dang nhap thanh céng

D€ khai tao tai khoan, chon ‘People’ > ‘Create a child entry’



Chon ‘People’ > ‘Create a child entry’

Tai giao dién khdi tao doi tugng LDAP, chon Default



Chon Default

Kéo thanh Object Classes > Chon person > Chon Proceed



Tai Object Classes > Chon person > Chon Proceed

Tai man tao méi Object:

e Tai truong RDN: Chon CN

e Tai truong CN nhap tén ngudi dung: thanhnb

e Tai truong SN nhap tén nguoi dung: thanhnb

e Tai truong Password nhap mat khau: Thanh123
e Chon Create Object d€ hoan thanh thao tac



Khdi tao nguoi dung maéi

Chon Commit d€ khai tao tai khoan



Chon Commit

Két qua



Tao mdi tai khoan thanh cong

4.2. bang nhap Jitsi vai tai khoan LDAP

Truy cap https://jitsi.workfromhome.vn/, thao tac:

e Tai thanh Start a new meeting nhap WorkFromHome.
e Chon GO dé bat dau cudc hop


https://jitsi.workfromhome.vn/

Cbéng cu Jitsi

Tai giao dién Password require, nhap thong tin tai khoan LDAP:

e user@domain.net: thanhnb
e user password: Thanh123
e Chon GO dé& dang nhap



Dang nhap véi tai khoan
LDAP

Két qua



Pang nhap thanh
cong

KET LUAN

Jitsi Meet la mot Iuya chon tuyét vai dé nhanh chdng thiét 1ap hoi nghi tir xa.
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